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AKTYaJBbHICTh pOOOTH MOJISITAE B TOMY, IO BIPYCHE IIPOrpamMHE 3a0€3MECYCHHS
CTPIMKO PO3BHMBAETHCS 3 KOXHHUM POKOM. BIAIOBIIHO ICHYE HEOOXIJTHICTH Y
BJIOCKOHAJICHHI HasSBHHUX Ta po3po0Ill HOBUX 3aco0iB i1 PO3MNI3HABAHHS
mkiaauBoro I13, ski B pe3yabTari MOKHA BHUKOPUCTAaTH HPH CTBOPEHHI HOBHUX

AHTUBIPYCHUX IIPOTpaM.

OCHOBHOI0O METOI0 JAaHOIO0 MNOCJIKEHHS € aHalll3 METOMIB Ta 3acOo01B A

PO3III3HABAHHS LIKIAJIMBOIO IIPOrPaMHOI0 3a0€3CUYCHHSI.

OO0’ €KT AO0CIIIKEeHHS . IIKIJIMBE MPOTPaMHE 3a0€3MCYCHHS.
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[NoBeaiHKOBUM

MeTtoaun BnasneHHA wkKignmsoro 13




MeTtogu aHanisy wkignmsoro 13




Cxema BU3Ha4YeHHA wWKianmeoro N3 Ha OCHOBI ANMHAMIYHOrO aHani3y

MowyK 3pa3kKiB (LWKignnmeoro
Ta HewkKignmsoro) M3

3anyckK 3paskiB y
BipTya/ZIbHOMY cepeaoBULL

36eperkeHHA iHbopmalii npo
noBeAiHKY

Ob6pobKa oTPMMaHUX AaHUX

Tak

NobyanoBa moaeni BM3Ha4yeHHA un
Knacudikau,ii wkignmnse M3

Hi



Cucko

m Downloads Pariners Docs Blog About Cuckoo Discussion

| What is Cuckoo?

Cuckoo Sandbox is the leading open source automated malware
analysis system.

Contribute to Cuckoo 0

More downloads

cuckooiz”

. . : . READ NOW:
You can throw any suspicious file at it and in a matter of minutes

Cuckoo will provide a detailed report outlining the behavior of the Cuckoo Sandbox 2.0.7
file when executed inside a realistic but isolated environment. Posted on June 19, 2019

Malware is the swiss-army knife of cybercriminals and any other

i 1
adversary to your corporation or organization. i e




Drakvuf

./ DRAKVUF®

View on GitHub Wiki Documentation Download as .targz

Introduction

DRAKVUF® +is a virtualization based agentless black-box binary
analysis system. DRAKVUF® allows for in-depth execution
tracing of arbitrary binaries (including operating systems),
all without having to install any special software within the
virtual machine used for analysis.

build ' passing coverity
Hardware requirements

DRAKVUF® uses hardware virtualization extensions found in
Intel CPUs. You will need an Intel CPU with virtualization
support (VT-x) and with Extended Page Tables (EPT). DRAKVUF®
is not going to work on any other CPUs (such as AMD) or on
Intel CPUs without the required virtualization extensions.




Pe3ynbTaT AOCNIAXKEHHH

* PO3rNAa4 MeToAiB po3ni3HaBaHHA BipycHoro [13;
* BU3HAYEHHA MOX/IMBUX METOAIB ANA aHani3y wkianusoro [13;

* ONUC METOAMKN AMHAMIYHOTrO aHani3y BipyciB Ta HeobXiaHUX 3acobiB
AnAa uboro.



BUCHOBKU

* be3neka iHpopmalLii € BaXXIMBOIO, OCKiNbKM Byab-AKi BiPYCHI aTakM HECyTb 3a
cob0to B nepLly Yepry EKOHOMIYHI 30UTKK ANA byab-AKoi opraHi3adii.

 AHani3 BMICTYy nporpam, OHOBAEHHA HabopiB AaHux wkignmsoro M3 i

BUKOPUCTAHHA MEeTO/AIB LWTYYHOro IHTENEeKTY [O03BONAE BUABNATU HOBI
3arpo3n, po3pobnatTm Ta  BMNPOBaAKYBATM e(PEeKTMBHI  3axoaum  ANA
3abe3neyeHHa NOTPiOHOroO piBHA Kibep3axumcry.



[1aKyto 3a yBary!
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